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Tém tét bang tiéng Viét:

Trong bai bdo nay, ching toi dé xudt mét gidi phap phat hién va giam thiéu tac hai tdn cong DDoS dwa trén k§
thuat mang cau hinh bang phan mém SDN va chuan giao thirc Openflow. Mét s6 tham so thong ké dwoc lwa
chon va thu thap dinh ky tlr cac flow entries trén OF switch dung cho tinh toan dé& phat hién tan cong. Khi phat
hién c6 tAn cong xay ra, co ché diéu khién tir controller t&i OF switch dwoc st dung dé loc bd cac gai tin nghi
ngd. Qua trinh dwoc thue hién mét cach tw dong bang phan mém véi thudt toan don gian, thue thi trwc tuyén,
chi st dung céc tham sb théng ké tir OF switch. Két quéa phan tich danh gia hiéu nang cho thay giai phap cho ty
|& phat hién (DR) cao (hon 95%) véi ty 1& dwong tinh gia (FPR) thap (xap xi 4%).

Tir khéa: DDoS; phét hién tan céng DDoS; gidm thiéu tan céng; ky thuat mang céu hinh béi phan mém;
SDN; Openflow

Tém tét bang tiéng Anh:

In this paper, we propose a measure for detection and mitigation of DDoS attacks based on Software Defined
Networking (SDN) and Openflow protocol. Some statistical parameters which are selected and periodically
gathered from flow entries on OF switches are used for calculating to detect attacks. If an attack is detected, the
control mechanism of SDN is used to allow the controller to order the OF switch to drop suspected packets. The
process is operated automatically and on the fly by software with simple and effective algorithms on statistical
parameters taken from OF switches. The result of analysis and assessment of effectiveness shows that the
solution could give a high detection rate (over 95%) with a relatively low false positive rate (approximately 4%).
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