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APPLYING SANDBOX TO MALWARE ANALYSIS IN A DISTRIBUTED ENVIRONMENT
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Tém tét bang tiéng Viét:

Hién nay, ma doc phat sinh ngay cang nhiéu va cang tinh vi, khé phat hién. Viéc phan tich theo cach truyén théng
la khong kha thi, do d6 can co6 cac ky thuat hiéu qua dé phat hién va phan tich ma doc. Dé phan tich lvong ma
doc I&n, ta gé thé phat trien mét hé thong phan tich ma doc dong st dung ky thuat sandbox tao ra méi tredng an
toan. Hé thong nay tw déng thyc thi mét chwong trinh dwa trén moi trwdng phan tan va cho két qua bao cao mod
ta cac hanh vi clia chwong trinh. Bai bao trinh bay hwéng nghién clu va xay dwng hé théng sandbox trén moi
trwdng phan tan MapReduce nham tw déng phan tich cac hanh vi clia ma doéc. Giéi phap dé xuét cho phép gidm
thoi gian phan tich va phat hién chinh xac ma ddc.
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Tém tét bang tiéng Anh:

Nowadays, the number of malware programs has increased more and more, appearing to be more sophisticated
and difficult to detect. The traditional way for analyzing these programs is no longer feasible; therefore, it is
necessary to have effective techniques for detecting and analyzing malware. To analyze large quantities of
malware, we can develop a dynamic malware analysis system using Sandbox technology, thereby creating a safe
environment. This system automatically executes a program based on a distributed environment and produces a
report describing the program's behaviours. This paper presents an approach to research and construct a sandbox
system in the distributed environment of apReduce for the automatic analysis of malware behaviours. The
proposed solution makes it possible to reduce the time for the analysis and to accurately detect malware.
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